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ViewState Is...

 Used to retain control state between post-backs

— How much it is used (and if at all) depends on the control
A generic client-specific state repository

— Accessible through the Page.ViewState property
* A collection of state stored in a hidden field

— The field is always
<i nput type=hi dden nanme='__ VI EASTATE' value=..."'/>

« Persisted as a base64-encoded string
dDwyMIELIN E3O0Tg403@BcDxsPENhcnQ7Pj t sSPGAMBP) s+Pj s7Pj s+7Yi 0dUOf / W U7Yobl e4ERMYzcnk=

 The solution to bringing the control-based programming
model to WebForms

— Enables state retention for controls
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ViewState IS not...

Necessary if you are not making use of state retention
— If you populate a control's state on each page access
Cheap
— Base64 string encoded state using tuple-data structure
Necessary if you are not posting back to the same page
— Only works if the form post action is the same page
Well understood :)
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Disabling ViewState

 You can disable ViewState at the page level if the page

doesn't post back to itself
<V@age Enabl eVi ewSt ate='fal se' %

 You can disable ViewState at the application level if none of

your pages post back to themselves
<l-- inside web.config for your app -->
<Pages Enabl eVi ewSt ate='fal se'/>

 You can disable ViewState at the machine level if you want to
break 90% of the ASP.NET applications on that machine

<!-- inside machi ne.config -->
<Pages Enabl eViewSt ate='fal se'/>

 You can disable ViewState at the control level if you are not
handling that control's events and the control's state is reset

on each request
<asp: DataGid EnableViewState='false' .../>
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ViewState usage by controls

Control class Uses ViewState?
Htm1Image No
HtmlInputFile No
Htm1InputHidden No
HtmlInputImage No
HtmlInputRadioButton |No
HtmlInputText No
HtmlInputButton NO
Htm1InputCheckBox No
XmT No
Repeater Yes
Htm1Form Yes
Htm1GenericControl Yes
HtmlSelect Yes
Htm1Table Yes
Htm1TablecCel]l Yes
Htm1TableRow Yes
Htm1TextArea Yes
Htm1Anchor Yes
Htm1Button Yes
All webControl-
developmentde”'VEd controls Yes




ViewState as a State Repository

e Much like Session State or Cookies, ViewState can act as a
client-specific state repository

— Accessible through the Page.ViewState property

— Can store any data, as long as it is serializable

— State is only retained when posting back to the same page
— State is round-tripped (like cookies)

— State is not protected (by default)
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Client-specific state comparison

Type of state Scope of state Advantages Disadvantages
? Can configure to be shared ? Requires cookies or URL
across machines in aweb farm | mangling to manage client
Session Per client association
? Off-host storage can be
inefficient
? Works regardless of server ? Limited memory (~4kb)
configuration ? Clients may not support
Cookie Per client ? State store_d on client cpokies or may explicitly
? State can live beyond current disable them
session ? State is round-tripped
with each request
? State is only retained with
Across POST > Work dl ; POST request made to the
ViewState requests to the ¢ YWOTKS regardiess ot server same page
configuration ) :
same page ? State is round-tripped
with each request
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Decoding ViewState

 ViewStateis persisted as a tuple-based data structure and
encoded as a base64 string

dDwxMTgxOTcyOTQwO3Q802w8aTwxPjs+02w8dDw7bDxpPDU+0z47bDx0PHA8cDxs PFR
leHQ7PjtsPDE7Pj47Pjs7Pjs+Pjs+Pjs+coPvVKEOgKu8gNg298/1rC07unJE=

t<1181972940;t<;I<i<1>;>;I<t<;I<i<5>;>;I<t<p<p<I<Text;>;I<1;>>;>;;>;>>;>>;>(M * 6KN?
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ViewStateDecoder

 Available at

— http://www.develop.com/devresources/
resourcedetail.aspx?type=t&id=827

4+ ViewState Decoder g@
File Help
Enter the URL of the page who's viewstate you would Tree Displ
like to decode ree Display | Raw Test | Raw XML
+|- string Eadl
| |- triplet
Extract \iewstate +- string
= amayList
ViewState string: +]- Int32
- amayList
d DM TawO Toy O TOwO 3080 2w 8a TwicPjs+02wBdDw b 1 trinlet
DwpPDOU+0z4 70 D 0PHABC Des PFRIeHQ 7PitsPDE P4 7Pjs P .
7Pjs+Pjs+Pjs+coPvKEDgku2gMg298/1C07unJE= +- string
+- arayList )
—|- amayList 3
|- triplet
—]- pair
—|- pair
|- amayList
=|- string
Text
Decode-> 2 amaylist
—|- string
1 -
+- gtring il
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Protecting ViewState

« ASP.NET provides two mechanisms for protecting ViewState
— Tamper-proofing using a hashcode (SHA1 or MD5)
— Encryption using Triple DES symmetric algorithm (3DES)
« Tamper-proofing can be enabled at the Page level
<0 Page enabl eVi ewSt at eMac='true' %
e Or at the application or machine level
<I-- in web.config or nmachine.config -->
<pages enabl eVi ewSt ateMac="true' />
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ViewState Encryption

e Must be enabled at the machine level:
<machi neKey val i dation='3DES />

 For deployment on a WebFarm, you must specify the same

validation key on all machines:

<machi neKey val i dati on="' 3DES
val i dat i onKey=" 7DFB068DOFC3DIE2E3C2BCA32DF9509DEFF71B8F44DF95578CC
FCD2B6EA50475BEE615AF0E64072ECO7ALDA720F11A5125947C592512BA7229081
2F911963CC8' />
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Generating a Validation Key

usi ng System

usi ng System Text;

usi ng System Security;

usi ng System Security. Cryptography;

class App {
static void Main(string[] argv) {
int len = 48;
i f (argv.Length > 0)
|l en = int.Parse(argv[0]);

byte[] buff = new byte[len/?2];

RNGCr ypt oSer vi ceProvi der rng = new RNGCrypt oServi ceProvi der () ;

rng. Get Byt es(buff);

StringBuilder sb = new StringBuilder(len);

for (int i=0; i<buff.Length; i++)
sb. Append(string. Format ("{0: X2}",

Consol e. WiteLine(sb);

}
}

buff[i]));
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Summary

* ViewState is used by controls to retain state across post-backs
* ViewState is not always necessary, depending on control usage
* ViewState can be disabled

* ViewState is stored as a base64-encoded string

* ViewState can be protected against tampering

* ViewState can be encrypted
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